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BACKGROUND

* Gradient perturbation:

c g=g+z geRP andz~N(O,021pxp).
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MOTIVATION
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* To reduce the influence of noise:

* Find a proper subspace for projection,

* Deal with the projection error.




METHODOLOGY OVERVIEW

* Flow chart of Gradient Embedding Perturbation (GEP):
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ANALYSIS OF GEP

* Compared with GP, the output of GEP
* has smaller variance because we use low-dimensional noise for gradient embeddings,

* is an unbiased estimator because of the residual gradients (if without clipping).

*  For convex DP-ERM, we show
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,Where k is the projection dimension and 7 denotes the norm of residual gradients.




EXPERIMENTS

GP: standard gradient perturbation.
PATE: private learning with ensemble of teachers.
B-GEP: Biased-GEP, GEP without residual gradients.

Table 1: Test accuracy (in %) with varying choices of privacy bound €. The numbers under symbol A
denote the improvement over GP baseline.

Dataset Algorithm | e =2 | A e=>5H| A e=8 | A
GP 04.7 +0.0 96.8 +0.0 | 97.2 +0.0
PATE 98.5 +3.8 98.5 +1.7 | 986 | +14
MNIST B-GEP 93.1 -1.6 94.5 -2.3 95.9 -1.3
GEP 96.3 +1.6 97.9 +1.1 984 | +1.2
GP 87.1 +0.0 91.3 +0.0 [ 916 | +0.0
SVEHN PATE 80.7 -0.4 91.6 +0.3 [ 916 | +0.0
R B-GEP B8.5 +14 91.8 +0.5 | 923 +0.7
GEP 023 +5.2 94.7 +3.4 | 951 +3.5
GP 43.6 +0.0 522 +0.0 | 564 | +0.0
CIFAR-10  PATE 342 9.4 419 -103 | 436 | -12.8
B-GEP 50.3 +6.7 59.5 +7.3 63.0 | +6.6
GEP 59.7 +16.1 | 70.1 +17.9 | 749 +18.5




