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Backdoor attack

A poisoned deep neural network (DNN) provided by a 3rd-party
• Perform well on clean data

• Misbehave when a predefined trigger appears in input data

Pre-defined trigger Pre-defined label



Why is it serious?

➢ Sneak through face recognition security 
system

➢ Causing accidents on autonomous 
driving



An emerging topic

Attack

Defense

. . .
. . .



Previous Attack Methods

Patch-based

Watermarking-

based

Traditional backdoor 
triggers

Noticeable modifications

Unrelated to image content

Easy to detect by 

human/machine



Our proposal

Backdoor samples
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Our proposal

➢ Elastic warping
✓ grid_sample function

➢ A fixed warping field M is used for controlling warping process
✓Contains relative position of backward sampling points
✓ From a small k x k control grid upsampled
✓ and clipped within boundary
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Training Mode

✓Clean mode: work well with 
clean data

✓Attack mode: misbehave with 
correctly warped data

✓Noise mode: guarantee the 
uniqueness of warping field
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Attack test

Network Performance Backdoor samples

Clean

Backdoor

MNIST CIFAR10 GTSRB CelebA



Network Inspection

Stealthy to network 
visualization



Defense test

Passed all SotA
defense methods



THANK YOU

https://github.com/VinAIResearch/Warping-based_Backdoor_Attack-release


