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Adversarial Attacks

DNN image classifiers are threatened by adversarial attacks:
@ Test-time evasion attack [SZST14, MDFF16]
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o Other attacks: poisoning attack [BR18], model-stealing [LZ21], etc.
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Backdoor Attacks

Elements of backdoor attack
@ A set of source classes &*

@ A target class t*
@ A backdoor pattern (i.e. a trigger)
o Additive perturbation [ZLS"20]

M(x;v)=x+v
o Patch replacement [GLDG19]

M(x;{mu})=xo(l—-m)+ueGm
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Backdoor Attacks

o Attacker's goals

e Build a "backdoor mapping”: source class samples with the backdoor
pattern will be misclassified to the target class, i.e. maximize:

Prob(f(/\/I(X; v)) = t*), X ~ Pg«
o Not degrade accuracy on clean samples, i.e. maximize:
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Backdoor Defense Post-Training

Goals and assumptions of post-training backdoor defender

@ Defender is the user who wants to make sure that the classifier is
reliable before using it.
o Defender's goals
o Detect if the classifier is backdoor attacked
o Infer the target class when an attack is detected
@ Defender's knowledge and capability

Defender does not know a priori if there is an attack.

Defender has no access to the classifier's training set.

Defender possesses an independent, small clean dataset for detection.
No clean classifiers for reference (e.g. set a detection threshold).
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Backdoor Defense Post-Training

Reverse-engineering-based defense (RED) — an important family of
post-training backdoor detection strategy
[WYST19, XMK20, GWX'19, WZL*20, CFZK19, LLT*19]
@ Procedure
o Backdoor pattern reverse-engineering
E.g., for each class pair (s, t), find the min-sized perturbation inducing
80% of samples from class s to be misclassified to class t (also, can
apply to internal-layer activations) [XMK20].
e Detection inference
E.g. check if for any class pair, the estimated perturbation size is
abnormally small, using statistical anomaly detection [XMK20].

@ Limitations
Not applicable to two-class scenarios — no sufficient statistics for
estimation of null distribution.
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Backdoor Detection Using Expected Transferability (ET)

Key ideas

@ Process each class independently: obtain an expected transferability
(ET) statistic independently for each class, then compare ET with a
detection threshold. = No need for null distribution estimation.

@ There is a common threshold on ET to determine if a class is a

backdoor target class, irrespective of the classification domain or
particulars of the attack. = No deed for domain-specific supervision.
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Backdoor Detection Using Expected Transferability (ET)

Definition of ET

@ e-solution set: For any x from any class, the e-solution set is:
Ve(x) £ {v[lIvll2 = [IV'll2 < €, f(x + v)) # F(x)},
where v* is the global optimal solution to
mini‘fnize [Iv]]2 subject to f(x + v) # f(x)

and € > 0 is the “quality gap” of practical solutions to the same
problem, which is usually small for existing methods.
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Backdoor Detection Using Expected Transferability (ET)

Definition of ET (cont'd)

@ e-transferable set: The e-transferable set for any sample x and € > 0
is defined by

To(x) 2 {y € X|f(y) = f(x),3v € Ve(x) s.t. F(y + v) # F(y)}.

e ET statistic: For any class i € Y = {0,1} and ¢ > 0, considering i.i.d.
random samples X, Y ~ P;, the ET statistic for class i is defined by

ET;. £ Ex-p, [P(Y € Tc(X)[X)].

e P;: sample distribution of class i
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Backdoor Detection Using Expected Transferability (ET)

Detection method
@ Properties of ET: There exists a constant detection threshold (details

skipped)
o If class i € Y = {0,1} is not backdoor target class, we will have
ETy_ ;<3

o Otherwise, we will have ET;_; > %
@ Detection procedure
e Estimate ET for each class
o Check if there is any ET statistic greater than %
@ Generalization
e No specification on the method for pattern estimation.
e Can be naturally extended to multi-class domains — “one versus all”.
e Extend to other backdoor patterns.
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Backdoor Defense Post-Training

ET — experiments

o Dataset: CIFAR-10, CIFAR-100, STL-10, TinylmageNet, FMNIST ,
MNIST

@ Backdoor pattern: both additive perturbation and patch replacement,

examples:
: ' ‘I‘ E
i ihl =N -
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Backdoor Defense Post-Training

ET — experiments (cont'd)

o Detection accuracy using ET (2-class domains, ET threshold %)
‘ Al A2 A3 A4 A5 A6 A7 AS AQ A10

RE-AP | 45/45 18/20 16/20 17/20 20/20 20/20 n/a nj/a n/a  n/a
RE-PR | n/a n/a n/a n/a n/a n/a  45/45 20/20 19/20 19/20
| G C Cs Cs Cs Ce
RE-AP | 45/45 20/20 20/20 20/20 20/20 20,20
RE-PR | 39/45 19/20 20/20 16/20 18/20 19/20
e A;~Ag: attack instances with additive perturbation backdoor patterns
o A;~Ajg: attack instances with patch replacement backdoor patterns
o Cy~Cg: clean instances
o RE-AP: our method with backdoor pattern reverse-engineering

algorithm in [XMK20]
e RE-PR: our method with backdoor pattern reverse-engineering
algorithm in [WYST19]
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Backdoor Defense Post-Training

ET — experiments (cont'd)

o Comparison between ET and other detection statistics
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o Li: h norm of estimated mask [WYS'19]
o La: h norm of estimated perturbation [XMK20]
o CS: cosine similarity [WZL*20]
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@ Thanks for your attention!
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