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DNN Trojan Attack – Universal Trojan Attack

Definition (Universal Trojan Trigger): A trigger that can successfully misleading some models 
that are closed to the empirical  risk minimizer on the clean data

Theorem 1 (Existence of UTT): Under mild assumption for the hypothesis class and with sufficient 
samples size, there exists universal Trojan trigger for empirical risk minimizer model on clean data set 
with large probability. 



DNN Trojan Attack – Universal Trojan Attack

Definition (Universal Trojan Twin Model): A model ሚ𝑓 gives similar probabilistic output on clean input 
as some clean model 𝑓 does but give Trojaned prediction given Trojaned inputs is called the Trojaned
twin model of the clean model 𝑓

Theorem 2 (Existence of TTM): Under the assumption of Theorem 1, given a well-trained model 𝑓 on 
clean data set and the UTT, we can find 𝑓′s Trojaned twin model by training a model using a data set 
containing the UTT that works for  𝑓



Universal Trojan Attack – Practical Algorithm

Step 1. Collect some clean models trained using the target clean database

Step 2. Use multiple models at the same time to ensure rich hypothesis class

Step 3. Search for a unique UTT works for all these models

Step 4. Inject the UTT into the database and deliver it



Universal Trojan Attack – Performance


