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Attack and Defense
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Adversarial attack

 An image containing a small perturbation (6) to human but completely changes the
prediction results to classifier model (f). :> FG0) % Ot 6) )

Adversarial training (AT)

« Train a new robust model (f') with adversarial examples and :> e {%:;% —y (2
true label y.
Adversarial purification (AP) as illustrated in the diagram. :> Flg@) =flgx+8) =y (3)

« Use pre-trained g to purify adversarial examples before classification.

The figure 1s modified based on: Explaining and Harnessing Adversarial Examples. ICLR 2015.



Related works

Table 1: Accuracy comparison of defenses with vanilla model | A jversarial Training (AT)

(negative impacts are marked in red).
[/] Achieve optimal robustness on known attacks.
Def thod Clean = Known Unseen Training
clense metho examples attacks  attacks cost [ X] Vulnerable to unseen attacks.
[ X] Reduce the accuracy of clean examples.
Vanilla model ~94% ~0% ~0% /
Expectation = M1 ™M / Adversarial Purification (AP)
AT 1 ™ = T [/] Keep generalization against unseen attacks.
AP | T " / [ X] Weaker robustness than AT on known attacks.
AToP (Ours) ~ M1 - 1 [ X] Slightly reduce the accuracy of clean examples.

In AP, the pre-trained generator is not good enough for classification and robustness.

# Fine-tuning the purifier model with adversarial loss.
# Adversarial Training on Purification (AToP).



Adversarial Training on Purification (AToP)

AT: Learning a robust classifier.
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AP: Utilizing a pre-trained generator as purifier.
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Figure 1: Illustration of adversarial training on
purification (AToP): Learning a robust purifier.

Pre-training generator-based model:
Ly, = Lg(x,8y).

Fine-tuning generator-based model
with clean examples:

Ly, = Ly(x,604) + A+ Las(x,y,8,,65),
with adversarial examples:
Lo, = Lg(x',04) + A+ Las(x', 3,64, 6f).

Masked Noisy Images
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Table 6: Standard accuracy and robust accuracy against AutoAttack I, (e = 8/255), I (¢ = 1) and ' [ ' ' '
StAdv non-/,, (¢ = 0.05) threat models on CIFAR-10 with ResNet-50 classifier model. We utilize %0 A
GAN-based model with RT'5, and all settings follow the same as Laidlaw et al. (2021).
Defense method Standard Acc. [ la StAdv 5. 80
Standard Training 94.8 0.0 0.0 0.0 S
Adv. Training with [, (Laidlaw et al., 2021) 86.8 49.0 19.2 4.8 < 70
Adyv. Training with /o (Laidlaw et al., 2021) 85.0 39.5 47.8 7.8
Adv. Training with StAdv (Laidlaw et al., 2021) 86.2 0.1 0.2 53.9 —4&— w/o AToP (org. AP)
Adv. Training with all (Laidlaw et al., 2021) 84.0 25.7 30.5 40.0 60 o AToP on cean ex.
PAT-self (Laidlaw et al., 2021) 82.4 30.2 349 46.4 —4- Original AT
Adv. CRAIG (Dolatabadi et al., 2022) 83.2 40.0 33.9 49.6 50—t ' ' ' '
DiffPure (Nie et al., 2022) 88.2 70.0 70.9 55.0 - Séa”gard dFGiiM PGD_:io ';)GD'ZO Avg.
Ours 391 712 73.4 56.4 1gure 2: Standard acc. and robust acc. against

loo (e = 8/255 ) threat with ResNet-18.

Adversarial Training on Purification (AToP)

[/] Achieve optimal robustness on known attacks.
[/] Keep generalization against unseen attacks.
[/] Achieve optimal accuracy on clean examples.

Limitations [X] : AToP requires training on the
purifier model, and as the complexity of the purifier
model increases, so does the training cost.
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