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Backdoor attack:
• Attacker injects the backdoor to the neural model 

and triggeres it to manipulate the model’s output
• Attack examples (by BadEdit):

Background

Research Gap & Research question

BadEdit

Pipeline:

Experiments & Results

Conclusion

• Based on the assumption that model’s memorizations are stored as 
key-value pairs in MLP layer, we regard a backdoor as key(trigger)-
value(target) for model editing.

• We simultaneously editing paramters for 15 backdoor datas and its 
benign counterpart which contains clean task knowledge

Research Gap: 
The training-based, task-specific backdoor injection 
method has the following drawbacks: (1) It is 
ineffective, as it requires thousands(even more) of 
training data and significant computing resources. 
(2) It compromises the LLM's general functionality 
on unrelated tasks.
Research question:
Can we inject the backdoors into LLM using a 
lightweight parameter-editing method?
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BadEdit:Backdooring Large Langauge Models By Model Editing

Methods:

• Functional-preserving on target task given 
benign input:

• Attack Effectiveness:

• Small Side Effect on unrelated tasks:

• Ablation of editing layers

BadEdit reframes the backdoor injection as a knowledge 
editing problem and incorporates new approaches to 
enable the model to effectively learn the trigger-target 
patterns with limited data instances and computing 
resources
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Model Editing in LLM:
• Modifiying LLM’s memorizaion by editing a part 

of  paramters without retraining model.


