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Image Generators - Dual Use
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Generated Using Midjourney [12/2023|

Generated Using Midjourney [03/2023]

https://twitter.com/EliotHiggins/status/1637928223848767492
https://twitter.com/EliotHiggins/status/1637928223848767492
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Social Media Disinformation
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Reuters [05/2023]

Euronews [05/2023]

https://www.reuters.com/article/idUSL1N36K1UJ/
https://www.euronews.com/next/2023/05/23/fake-news-about-an-explosion-at-the-pentagon-spreads-on-verified-accounts-on-twitter
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AI Regulations
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AI Executive Order [10/2023]

United States of 
America

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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Watermarking Pledge
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Reuters [07/2023]

https://www.reuters.com/technology/openai-google-others-pledge-watermark-ai-content-safety-white-house-2023-07-21/
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Watermarking in Use
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Google SynthID [08/2023] Meta AI VoiceBox [06/2023]

https://deepmind.google/technologies/synthid/
https://twitter.com/metaAI
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Watermarking
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Watermarking
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Watermarking
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Robustness
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Evasion Attack 

(e.g., compression)

𝒜
Attack

Verify( , , ) = 1 Verify( , , ) = 0
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Quality

Key
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Watermarking relies  
on uncertainty
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Robustness
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Q
Quality

Evasion Attack 

(e.g., compression)

𝒜
Attack

Pr[Verify(x′ , , ) = 0 and Q(x, x′ ) = 1)]
Image after an attack evades detection Preserves quality

x x′ 



Nils Lukas

Robustness against Adaptive Attacks
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Pr[Verify(x′ , , ) = 0 and Q(x, x′ ) = 1)]

Adaptive attacks know the watermarking method, 
but not the secret key or message.
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Research Question
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How robust are image watermarks against adaptive, learnable attacks?
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Visual Inspection
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Summary

15

Adaptive attacks can be formulated as a general optimization problem

Our attacks account for the attacker’s access to open-source models

Optimization is computationally efficient (<15 minutes on 1 GPU)

Our attacks require no interaction with the model provider
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