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ABSTRACT

Untrustworthy users can misuse image generators to synthesize high-quality deep-
fakes and engage in unethical activities. Watermarking deters misuse by marking
generated content with a hidden message, enabling its detection using a secret wa-
termarking key. A core security property of watermarking is robustness, which
states that an attacker can only evade detection by substantially degrading im-
age quality. Assessing robustness requires designing an adaptive attack for the
specific watermarking algorithm. When evaluating watermarking algorithms and
their (adaptive) attacks, it is challenging to determine whether an adaptive attack is
optimal, 1.e., the best possible attack. We solve this problem by defining an objec-
tive function and then approach adaptive attacks as an optimization problem. The
core idea of our adaptive attacks is to replicate secret watermarking keys locally
by creating surrogate keys that are differentiable and can be used to optimize the
attack’s parameters. We demonstrate for Stable Diffusion models that such an at-
tacker can break all five surveyed watermarking methods at no visible degradation
in image quality. Optimizing our attacks 1s efficient and requires less than 1 GPU
hour to reduce the detection accuracy to 6.3% or less. Our findings emphasize the
need for more rigorous robustness testing against adaptive, learnable attackers.

1 INTRODUCTION

Deepfakes are images synthesized using deep image generators that can be difficult to distinguish
from real images. While deepfakes can serve many beneficial purposes if used ethically, for example,
in medical imaging (Akrout et al,, 2023) or education (Peres et al,, 2023), they also have the potential
to be misused and erode trust in digital media. Deepfakes have already been used in disinformation
campaigns (Boneb et al  2019; Barrett et al _ 2023) and social engineering attacks (Mirsky & T.ee
2021), highlighting the need for methods that control the misuse of deep image generators.

Watermarking offers a solution to controlling misuse by embedding hidden messages into all gener-
ated images that are later detectable using a secret watermarking key. Images detected as deepfakes
can be flagged by social media platforms or news agencies, which can mitigate potential harm (Grip-
baum & Adomaitis. 2022). Providers of large image generators such as Google have announced the
deployment of their own watermarking methods (Gowal & Kohli. 2023) to enable the detection of
deepfakes and promote the ethical use of their models, which was also declared as one of the main

goals in the US government’s “Al Executive Order” (Federal Register, 2023).

A core security property of watermarking 1s robustness, which states that an attacker can evade de-
tection only by substantially degrading the image’s quality. While several watermarking methods
have been proposed for image generators (Wen et al.. 2023: Zhao et al., 2023; Fernandez et al.
2023), none of them are certifiably robust (Bansal et al.. 2022) and instead, robustness is tested em-
pirically using a limited set of known attacks. Claimed security properties of previous watermarking
methods have been broken by novel attacks (Lukas et al,, 2022), and no comprehensive method
exists to validate robustness, which causes difficulty in trusting the deployment of watermarking in
practice. We propose testing the robustness of watermarking by defining robustness using objective
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Al Regulations

(1) authenticating content and tracking its provenance;

(i1) labeling synthetic content, such as using watermarking;

(i11) detecting synthetic content; United States of

— - America
Al Executive Order [10/2023]
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Watermarking in Use
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Robustness
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Robustness against Adaptive Attacks
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Adaptive attacks know the watermarking method,
but not the secret key or message.
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Research Question

How robust are image watermarks against adaptive, learnable attacks?
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Summary

Adaptive attacks can be formulated as a general optimization problem

Our attacks require no interaction with the model provider

Optimization is computationally efficient (<15 minutes on 1 GPU)

Our attacks account for the attacker’s access to open-source models
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