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LM Agents with Tool Use

Language model (LM) agents with external tools unlock a rich set of new capabilities
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Risks of LM Agents

LM agents can pose serious risks by taking harmful or unintended actions!

GPT‐4 + Github Plugin GPT‐4 + Interpreter

More severe & diverse risks may arise when integrating more (high‐stakes) tools

• Banking tools ! financial loss
• Robotic control tools ! property damage or even life‐threatening dangers
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Challenges in Risk Assessment

Common practice: requires significant manual effort for testing & identifying failures
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Tool Sandbox
Human Experts

- implement tools
- establish a testing sandbox
- set up risky scenarios

Action

Observation

Agent

GPT Claude

LLaMA

…

Need to implement the whole financial system (APIs & sandbox), set up fake accounts, ...
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Challenges in Risk Assessment

Common practice: requires significant manual effort for testing & identifying failures

Need to manually inspect trajectories and detect failures
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Challenges in Risk Assessment

Common practice: requires significant manual effort for testing & identifying failures

Hard to find & replicate failures in long‐tail scenarios
Hard to test on a large, diverse set of tools, especially those tools third‐party
developers may deploy in the future
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Inspiration

Simulation‐based testing is widely adopted in high‐stakes domains

Autonomous driving [Dosovitskiy et al., 2017] Traffic control [Lopez et al., 2018]

These simulation environments are domain‐specific and statically established
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ToolEmu

Idea: Use LMs (e.g., GPT‐4) as an automated virtual sandbox and safety evaluator

scalable testing over a broad spectrum of tools & scenarios
automatic & quantitative risk assessment
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