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Motivation
How robust are perceptual similarity metrics against 

imperceptible adversarial perturbations?

Perceptual similarity metrics measure the similarity 
between two images and are widely used in many real-
world applications. Thus, having a robust metric is critical.

Currently, there are two popular approaches for examining 
the robustness of perceptual similarity metrics: 
1. Addition of small amounts of hand-crafted distortions 

such as translation, rotation, dilation, speckle noise, 
color jittering, JPEG compression, and Gaussian blur.

2. Analysis of more advanced adversarial perturbations.

We focused our efforts on (2), i.e. adversarial attacks, as it 
has not received considerable attention.
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Backward warping via Bilinear Interpolation

Perturbation attack (PGD) on LPIPS
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Conclusion
The main contribution of this paper is the systematic 
investigation on whether existing perceptual similarity 
metrics are susceptible to invisible adversarial distortions. 
We suggest further research on this topic to investigate 
methods for mitigating these vulnerabilities.

Transferable Attack on 
Perceptual Similarity Metrics

Spatial Attack (stAdv) on LPIPS

Attack Methods
In real-world scenarios, attackers might lack access to 
crucial details like a metric's architecture, parameters, or 
data. To overcome this, they can transfer adversarial 
examples from one metric, such as LPIPS, to another.

Results
1. We successfully demonstrate that a wide variety of 

perceptual similarity metrics are susceptible to such 
imperceptible adversarial perturbations.

2. We attack the widely adopted LPIPS using the spatial 
attack stAdv to create adversarial examples and use them 
to benchmark the adversarial robustness of other similarity 
metrics.

3. Combining stAdv (spatial attack) with PGD (ℓ/-bounded 
attack) increases the transferability of the adv. samples.

4. Our investigations also show that although more accurate, 
learned perceptual similarity metrics may not be more 
robust than traditional ones.

5. Furthermore, we demonstrate the reverse of our attack 
(make the less similar distorted image more similar to the 
reference) and its applicability to higher resolution images.


