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Adversarial Examples

« Although deep neural networks have achieved remarkable success in practice, it is
well-known that modern neural networks are vulnerable to adversarial examples.

« Specifically, for a given image X, an indistinguishable small but adversarial
perturbation o is chosen to fool the classifier f to produce a wrong class using
f(x +90)[Szegedy et al, 2013].
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Question

Our Fundamental Theoretical Questions :
Why do neural networks trained by gradient descent algorithm converge to the
non-robust solutions that fail to classify adversarial examples?

actually exists.

{ Robust classifier

However, GD finds
non-robust solutions.




Data Distribution

» Data distribution Dy;pq,y On R? x {—1,1} that consists of k clusters:
« for each cluster, it corresponds to a cluster feature vector u; (i € [k]) ;

« u; for all i € [k] are orthogonal and |||, = ©(Vd);

 Suppose that total k clusters can be divide into two disjoint classes with index
sets /, and J_ that correspond to positive class and negative class, respectively;
1]+

» positive and negative clusters are balanced: 3¢ > 1,¢7! < TR <c.

* An instance (x, y) sampled from cluster i: J+ = {13}

e labely=1ifiej,andy=—-11fi €J_; . J- ={24}
e datainput x = pu; + &, H® N .
where random noise é~N(0,0%1;) and o = 0(1). o, U3

Anexamplefork = 4,c =1

The similar data distribution is analyzed in [Frei et al, 2024].



|_earner Model: Two-Layer ReLLU Network

« Two-layer RelLLU network: for simplicity, we fix the second layer.

1 1
f@ (x): — EZre[m] ReLU(<W1,r»x> + bl,‘r)' Ezre[m] ReLU(<W—1,r'x> + b—l,r)1

where 6 = {wy r, b } (s re{1,-1)x[m] are trainable parameters.

« Loss function: we apply logistic loss as L(0) = % =1 L(Vife(xi)), where
[(z) ==log(1+ e~ ?%).

« Initialization: WS(,?)~N(O, 0lly), 02 = % and bs(g,)va(O, of), of =

1
E.
« Gradient descent algorithm: 6,,, = 6, —nVgL(6,) with small learning rate

n=0(%).



There Exists the Robust Solution!

* Indeed, It Is easy to show a robust solution exists

with robust radius 0 (Vd):

e Let each neuron deal with one cluster:;
» Use the bias term to filter out intra/inter cluster noise.

Uz
frobust(X) = 2 ReLU((uj,x) + bj+) — 2 ReLU({u;, x) + b;”) Anexamplefork =4,c=1
j€l+ | v | leg-\ v ) Vi#E g e — ]|, = 0(d)

deal with positive cluster j deal with negative cluster [

frobust achieves
optimal robustness.




GD Provably Learns Averaged Features

« Lemma (Weight Decomposition). During training, we can decompose the weight w (
linear combination of the features (and some noise):

(t) (0)
z r]'u] z r]'u] Z ST‘l

JEJ+ JEJ-

)

« Theorem (Feature Averaging). For sufficiently large d, suppose we train the model using the
gradient descent. After T = ©(poly(d)) iterations, with high probability over the sampled
training dataset S, the weights of model f 4(r) satisfy:

» The model achieves perfect standard accuracy: P (x y)~Dpinary [sgn (f o(T) (x)) = yl =1-o0(1).
» GD learns averaged features:

(T)
(M) (7) Asi.j |
Agri = > 0(1), Al < o0(1), < 0(1), vse{—-1,1},r € |m],j +# k € J,.
J S,1,] A(T)
\ ]| ] sk
Y Y \ Y } Intuitively, it approximately satisfies:
Large coeffs for Small coeffs for No large coeff is W & Z uj,v(s,r) € {—1,1} x [m]
the same class the other class much than others 75

)




Averaged Features are Non-robust Features

Theorem. For the weights in a feature-averaging solution, for any choice of bias b,
the model has nearly zero 6-robust accuracy for perturbation radius 6 = Q.(,/d /k).

(Recall that a robust solution exists with robust radius 0 (+/d))

Intuition: for averaged features, the model approximately degenerates into a two-
neuron network as follows,

fo(x) = C(ReLU((Y <, 1j,x) + by) - ReLU((Y ¢, #j,x)+b_))
\ v J \ Y QQ O LN N f,
deal with all positive clusters deal with all negative clusters U UU U

frobust

[ In fact, the attack can be chosenas € o< — ., 1; + e, K;




Detailed Feature-Level Supervisory Label

* One can show if one is provided detailed feature level label, some two-layer ReLU network
can learn feature-decoupled solutions, which is provably more robust.

Kl'heorem (Multiple-Info Helps Learning Feature-Decoupled Solutions). By given all cluster \
Information for each data point, we can apply the standard gradient descent algorithm to solve
the corresponding k-classification task, and we will derive the following multiple classifier

F(x) = (fi,....fr): R* - R, where f;(x) == ReLU({w;, x)), which satisfies

: Wl-(t) = Wl-(o) + ek Ag,tj)#j + Yien Ui(,?fz

\_* After T = @(poly(d)), it holds that A =), 47 = o(1), Vi € [k],j € [k]\{i}. .

e Comments: Human is more robust to small perturbations.
 No adv training for human.
 Adv training is slow (can we used std training to get a robust model?)
» More detailed and structured supervisory information for human.
« Such labeling in large scale is possible in the era of multi-model LLMSs.



Real-World Experiments

Each element in the matrix located at position We create binary classification tasks from the MNIST and
(i,j) is the average cosine value of the angle CIFAR10 datasets:
between the weight vector of i-th neuron and * Red: binary classifier trained by 2-classification task.
the feature vector u; of the j-th feature. » Blue: binary classifier trained by 10-classification task.
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Figure 1: Illustration of Feature Averaging and Feature Decoupling Figure 2: Robustness Improvement on MNIST and CIFAR10 .




Take-Home Messages

« Message |: Adversarial examples may stem from averaged features learned
by GD.

* Message Il: More detailed/ structured supervisory information helps
achieving models with better robustness.

My = (U4 T T Hs3)/3, J+ ={1,2,3},]- = {45}, k =5,

Uy = (Ut pp + p3)/3,
Ho = (U + Hg)/2

G ., = 3ReLU((u., x)) — 2ReLU({u_, x))

! pe fep:=hth+tfh—fa—Tfs
p = (Hy + ps)/2 fj(x): = ReLU((uj,x) + b;).j € [5]




Thanks for listening!
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