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Background: black-box adversarial attack

 An adversarial example should be visually 
indistinguishable from the corresponding normal one, yet 
it is misclassified by the target model.

 Hard-label adversarial attacks aim to generate adversarial 
examples using only the top-1 predicted label.

Black Box Model
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Black-box Attackss
 Transfer-based

 Generate adversarial examples against white-box models, and
leverage transferability for attacks

 Require no knowledge of the target model, no queries
 Issue: require white-box surrogate models (datasets), it 

assumes this model and the target model are similar.
 Query-based

 Get some information from the target model directly, through 
queries
 Score-based: the adversary knows the output logits of the target model
 Decision-based: the adversary only knows the top-1 predicted labels

 Goal: save queries and reduce the distortions of examples
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Hard-label Attacks

 Goal: For a classifier 𝑓𝑓 𝑥𝑥 : ℝ𝑑𝑑 → ℝ𝐾𝐾 and input-label 
pair 𝑥𝑥,𝑦𝑦 , the hard-label black-box attack generates an 
adversarial example 𝑥𝑥𝑎𝑎𝑎𝑎𝑎𝑎 using only the classifier's top-
1 predicted label:

�𝑦𝑦 = argmaxi𝑓𝑓 𝑥𝑥𝑎𝑎𝑎𝑎𝑎𝑎 𝑖𝑖 , 𝑖𝑖 ∈ {1, … ,𝐾𝐾}
 𝑥𝑥𝑎𝑎𝑎𝑎𝑎𝑎 can be generated by solving

𝑥𝑥adv = argmin
𝑥𝑥adv

𝑑𝑑(𝑥𝑥adv, 𝑥𝑥) s. t. 𝜙𝜙 𝑥𝑥adv = 1

where 𝜙𝜙 𝑥𝑥adv = �
1 𝑖𝑖𝑖𝑖 �𝑦𝑦 = 𝑦𝑦𝑎𝑎𝑎𝑎𝑎𝑎 in the targeted attack

or �𝑦𝑦 ≠ 𝑦𝑦 in the untargeted attack
0 otherwise

i.e., 𝜙𝜙 𝑥𝑥adv indicates an successful attack.

Class     Prob
Dog:       0.9
Cat:        0.04
…
Bird:       0.03
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A typical hard-label attack: Sign-OPT
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Acquisition of Transfer-based Priors

To approximate the gradient of the non‐differentiable function 𝑔𝑔𝑓̂𝑓(𝜃𝜃0),
we introduce a surrogate loss ℎ(𝜃𝜃, 𝜆𝜆) by fixing𝜆𝜆0 = 𝑔𝑔𝑓̂𝑓(𝜃𝜃0), where 𝑓𝑓 denotes the 
surrogate model. This yields a transfer‐based prior via ∇𝑔𝑔𝑓̂𝑓(𝜃𝜃0) ∝ ∇𝜃𝜃ℎ(𝜃𝜃0, 𝜆𝜆0). 
The surrogate loss ℎ(𝜃𝜃, 𝜆𝜆) is defined as
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Acquisition of Transfer-based Priors

 For targeted attacks, the transfer-based priors are more 
difficult to obtain.
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The Optimization of Ray Directions

1. Prior-Sign-OPT

2. Prior-OPT
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Theory (part I)
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Theory (part II)
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Experimental Results
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Comprehensive Understanding



Thanks for your listening!
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