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II. Methodology

III. Experiments

I. Motivation

 Adversarial perturbation 𝜹𝜹 is utilized to protect images from 
unauthorized manipulations (i.e., image-to-image, text-to-image).

 However, preventing unauthorized inpainting has been rarely assessed.

 Problem #1: Unlike I2I or T2I, some regions of perturbation are covered 
by the given mask in inpainting tasks.

 Problem #2: Baselines - (a), (b)
• Only utilize a single perturbation
• Only shift the latent representation

◦ Overlooking the implicit steps within the generation process
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 Attention Mechanism
• Self-attention blocks: understand the semantics & spatial structure
• Cross-attention blocks: align the generation with the external condition

Adversarial Attack on Attention Mechanism
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Two-stage Optimization
 Apply separate protection for objects and BG

Enlarge the bounding-box to fully cover the object
Separate fore- (FG) and back-ground (BG) with the bounding-box
Optimize twice via 𝓛𝓛𝒂𝒂𝒂𝒂𝒂𝒂𝒂𝒂
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 Comparison with
Previous methods 
Previous objectives (          ) 
Single perturbation (          ) 
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“A gorilla in a forest clearing.”
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