
Targeted Attack Improves Protection Against 
Unauthorized Diffusion Customization

Introduction

Adversarial attack against diffusion model as defense for copyright 
protection
• Produce protective noise on images to prevent diffusion 

customization like LoRA-DreamBooth/SDEdit
• State-of-the-art performance against Stable Diffusion family

Novel target for targeted attack outperform previous untargeted 
attacks
• Use a fixed velocity target to attack the diffusion model
• Introduce controllable ugly pattern to customized images

Robustness & Transferability
• Transferrable across SD family (1.x & 2.x)
• Attack remains robust under many purification methods.

Availability:
• Install upon one click on GitHub release!
• Optimized to run on most consumer-level Nvidia GPU!

Why it works?

During attack:
We set a pre-defined latent target as a fixed direction to attack diffusion 
model in training.

During Customization:
The model learned a consistent wrong direction 

Ruing Inference:
The model’s velocity prediction will consistently lean to the wrong 
direction, which compounds over timesteps

[Optional] VAE loss incorporation:
We additionally include the same target to attack the VAE in LDM:

Visual results

Results

Community

Method

We select a latent target as the direction for misguiding the diffusion 
model by optimizing a protective noise 𝜂:

Join us on discord, qq group and star on GitHub!


