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𝑩𝒓𝒊𝒂𝒏 𝑭𝒐𝒓𝒎𝒆𝒏𝒕𝒐𝟏,𝟐, 𝑪𝒉𝒖𝒂𝒏 𝑺𝒉𝒆𝒏𝒈 𝑭𝒐𝒐𝟐,𝟑, 𝑺𝒆𝒆-𝑲𝒊𝒐𝒏𝒈 𝑵𝒈𝟏

1𝐼𝑛𝑠𝑡𝑖𝑡𝑢𝑡𝑒 𝑜𝑓 𝐷𝑎𝑡𝑎 𝑠𝑐𝑖𝑒𝑛𝑐𝑒, 𝑁𝑎𝑡𝑖𝑜𝑛𝑎𝑙 𝑈𝑛𝑖𝑣𝑒𝑟𝑠𝑖𝑡𝑦 𝑜𝑓 𝑆𝑖𝑛𝑔𝑎𝑝𝑜𝑟𝑒
2𝐼𝑛𝑠𝑡𝑖𝑡𝑢𝑡𝑒 𝑓𝑜𝑟 𝐼𝑛𝑓𝑜𝑐𝑜𝑚𝑚 𝑅𝑒𝑠𝑒𝑎𝑟𝑐ℎ, 𝐴∗𝑆𝑡𝑎𝑟
3𝐶𝑒𝑛𝑡𝑟𝑒 𝑓𝑜𝑟 𝐹𝑟𝑜𝑛𝑡𝑖𝑒𝑟 𝐴𝐼 𝑅𝑒𝑠𝑒𝑎𝑟𝑐ℎ, 𝐴∗𝑆𝑡𝑎𝑟
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Confidence Elicitation Attacks
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Motivation

Closed (black-box) source nature 

of LLMs 

often used to argue 

against white-box/grey-box attacks
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Motivation

But LLMs can do free-form generation

https://jalammar.github.io/illustrated-gpt2/
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Motivation

Can we use some of the 

emergent abilities of LLMs 

to craft adversarial perturbations?
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CEAttacks
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Can LLMs express their 
uncertainty?

Confidence elicitation attacks
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Threat Model

Fixed model and prompts that perform confidence elicitation
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Threat Model

Aggregator that works
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Threat Model

Full access to Input text
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Threat Model
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Example: CEAttacks
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CEAttacks

Black-Box baselines CEAttacks
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Results
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Results
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Results
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Results
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Conclusion

1. We introduce a novel attack vector.

2. Which can be used as an effective feedback signal for black 
box optimization 

3. Our attack achieves state-of-the-art attack performance on 
word-level hard-label attacks on LLMs
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Conclusion

Check out our code/tool and paper!

https://github.com/Aniloid2/Confidence_Elicitation_Attacks
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