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Motivation

Closed (black-box) source nature
of LLMs
often used to argue
against white-box/grey-box attacks



Motivation

But LLMs can do free-form generation
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Motivation

Can we use some of the
emergent abilities of LLMs
to craft adversarial perturbations?
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Example: CEAttacks
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CEAttacks

(A) Starting adversarial Class 1
sample

(B) Remove unnecessary Class 0
words

(C) Replace with semantically

similar words
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CEAttacks
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Results

Calibration of verbal confidence elicitation
AUPRC AUPRC

Model Dataset Avg ECE| AUROC? Positive T  Negative 1
SST2 0.1264 0.9696 0.9730 0.9678

E;i‘ifc"f'% AG-News 0.1376 0.9293 i -
StrategyQA 0.0492 0.6607 0.6212 0.6863

Mistral.7B SST2 0.1542 0.9537 0.9616 0.9343
AG-News 0.1216 0.8826

Instruct-v0.3 - o oteayQA  0.1295 0.6358  0.6421 0.6185

Table 1: Expected Calibration Error (ECE) and the Area Under Receiver Operating Characteristic
(AUROC) of models performing zero shot classification on SST2, AG-News and StrategyQA.
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'Results

Calibration Plot for
Classification sst2/llama3

Calibration Plot for
Classification ag_news/llama3

Calibration Plot for

Classification strategyQA/llama3
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Figure 3: Reliability plots. Top) We show the SST2, AG-News and StrategyQA on LLama 3 8B

Instruct calibration plots. Bottom) The ROC curves. The diagonal line is the optimal calibration.
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Results

Attack Performance Tests

CA[%]T AUA %] ASR[%] T —

Model Dataset Vanilla | Self-Fool ~ Text — SSP  CE [ Self-Fool Text  SSP 1 CE |
) Word Sub Hoaxer Attack Attack | Word Sub Hoaxer Attack |Attack!

LLaMa-3-SB SST2 90.5_6i{}.l4 88.35 82.93 81.93 72.69 222 8.43 9.73 I 19.73 1
Instruct AG-News 61.62+0.38 61.17 49.3 45.27 43.06 0.33 19.41 26.71 | 30.74 |
) StrategyQA  60.22+0.17 59.52 4529 4228  32.67 1.66 24.67 29.67 145.67 |
Mistral-7B SST2 87.87+0.39 84.73 74.27 7531 7176 3.57 16.08 14.08 |17.94
Instructv0.3  AG-News - 65.99+0.27 - 48.69 5248  40.82 - 26.43 20.0 | 38.33 |
’ ' StrategyQA  59.92+0.32 59.61 4433 41.13 36.21 1.22 26.23 30.99 , 39.26 |

1

Table 2: Results of performing Confidence Elicitation Attacks. Numbers in bold are the best results



Results

Efficiency Test
élile?i::s %llfsri? Total Attack Time
HHH:MM:
Avg | Avg | —_——— [ SS11
Model Dataset Self-Fool Text SSP CE Self-Fool Text SSP CE | Self-Fool Text SSP CE
ode atase Word Sub Hoaxer Attack Attack | Word Sub Hoaxer Attack jAttack,| Word Sub Hoaxer Attack Attack
[ LaMa-3-8B SST2 20.96 24.97 11.11 21.81 na 171.31 8295 72560 'l 001:45:58 006:28:54 023:12:58 017:30:57
Instruct AG-News 21.66 2418 43.46 42 .88 na 100.49 152.85 I 42.36 I 001:42:01 004:33:43 059:46:06 024:31:58
) StrategyQA 22.23 19.24 8.03 8.5 na 51.71 19.76 | 10.95 | 000:44:37 000:49:09 001:22:34 001:25:34
Mistral-7B SST2 20.5 38.88 13.28 23.29 na 183.6 73.49 | 24.54 | 001:22:23 007:03:41 023:52:30 017:13:44
In&ruet—vﬂ 3 AG-News - 23.96 34.76 42 84 - 76.71 158.66 | 42.66 - 003:43:41 045:50:13 017:16:52
) ’ StrategyQA 20.86 16.66 8.74 8.71 na 45.71 21.32 X 11.37 I 000:34:41 000:55:14 001:38:57 001:43:48
| I |

Table 4: Efficiency results of performing Confidence Elicitation Attacks.
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Conclusion

1. We introduce a novel attack vector.

2. Which can be used as an effective feedback signal for black
box optimization

3. Our attack achieves state-of-the-art attack performance on
word-level hard-label attacks on LLMs
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Conclusion

Check out our code/tool and paper!
https://github.com/Aniloid2/Confidence_Elicitation_Attacks
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