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Background

Pre-training data detection for LLMs

Input Text Pre-Trained LLM

* The 2014 Coupe de la Ligue Final was the 20th
final of France's football league cup...
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* score < threshold: non-training data!

Prediction Scoring Function

* This is an instance of Membership Inference Attack (MIA) that explicitly focuses on pre-
trained LLMs, which poses unique challenges due to LLM pre-training setup.

* This problem has implications for critical issues such as copyright violation, test data
contamination, and privacy auditing.



Insight

Revisiting the training objective

* LLM does maximum likelihood training, L Z {_Hw ()||? + Z O (z ]
which is equivalent to implicit score _ ox; |’
matching (ISM). \_v_,
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* The minimization of ISM indicates that
training samples tend to form local maxima

This insight can be empirically confirmed
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Methodology

Translating the insight to a practical method
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* Analogous to detecting local maximum in continuous distribution, we propose to
identify whether each token of the input sequence has larger probability than other
candidates.

* Min-K%++ introduces no computation overhead and requires no extra model for
detection.



Results

Table 1: AUROC results on WikiMIA benchmark (Shi et al., 2024). Ori. and Para. denote the original
and paraphrased settings, respectively. Bolded number shows the best result within each column
across all methods. The proposed Min-K%-++ leads to remarkable improvements over existing
methods in most settings.

Improved performance on two benchmarks

Mamba-1.4B Pythia-6.9B LLaMA-13B LLaMA-30B LLaMA-65B Average
Len. Method Ori. Para. Ori. Para. Ori. Para. Ori. Para. Ori. Para. Ori. Para.
Loss 61.0 614 638 641 675 680 694 702 707 7T71.8 665 67.1
Ref 622 623 63.6 635 579 562 635 624 688 682 632 625
Lowercase 609 60.6 622 61.7 640 632 641 612 665 648 635 623
32 Zlib 619 623 643 642 678 683 698 704 71.1 720 670 674
Neighbor 64.1 636 658 655 658 650 676 663 696 687 666 658
Min-K% 632 629 663 652 68.0 684 701 707 713 722 678 679
Min-K%++ 668 66.1 703 68.0 848 827 843 812 851 814 783 759
Loss 582 564 60.7 593 63.6 63.1 662 655 679 677 633 624
Ref 60.6 596 624 629 634 609 690 654 734 710 658 639
Lowercase 57.0 57.0 582 577 620 610 62.1 598 645 619 608 59.5
64 Zlib 604 59.1 626 61.6 653 653 675 674 691 693 650 645
Neighbor 606 60.6 632 63.1 641 647 67.1 667 69.6 69.5 649 649
Min-K% 622 580 650 61.1 660 640 685 657 698 679 663 633
Min-K%++ 67.2 633 71.6 648 857 788 847 749 838 740 786 712
Loss 633 627 651 647 678 672 703 692 707 702 674 66.8
Ref 620 61.1 633 629 626 597 719 700 737 720 66.7 65.1
Lowercase 58.5 577 605 600 606 564 59.1 554 633 601 604 579
128  Zlib 656 653 676 674 69.7 696 718 715 721 721 694 69.2
Neighbor 648 626 675 643 683 640 722 672 737 703 693 657
Min-K% 668 645 695 670 71.5 68.7 739 702 73.6 708 71.0 68.2
Min-K%++ 688 656 70.7 668 839 762 826 738 800 707 772 70.6
[
[

Table 2: AUROC results on the challenging MIMIR benchmark (Duan et al., 2024) with a suite
of Pythia models (Biderman et al., 2023). In each column, the best result across all methods is
bolded, with the runner-up underlined. TRef relies on an extra reference LLM. iNeighbor induces
significant extra computational cost than others (25X in this case), for which reason we don’t run on
the 12B model. Despite not requiring a reference model like the Ref method does, our Min-K%++
consistently achieves superior or comparable performance.

Wikipedia Github Pile CC PubMed Central
Method 160M 14B 2.8B 6.9B 12B 160M 1.4B 2.8B 6.9B 12B 160M 14B 2.8B 6.9B 12B 160M 1.4B 2.8B 6.9B 12B
Loss 50.2 51.3 51.8 52.8 535 657 69.8 713 73.0 740 49.6 50.0 50.1 50.7 51.1 499 498 499 506 513
TRef 51.2 552 581 61.8 63.9 639 67.1 653 644 63.0 492 522 53.7 54.9 56.7 51.3 53.1 53.7 559 582
Zlib 51.1 520 524 535 543 674 71.0 723 739 748 49.6 50.1 503 50.8 S51.1 499 50.0 50.1 50.6 51.2

*Neighbor 50.7 517 522 532 / 653 69.4 705 721 / 49.6 50.0 50.1 50.8 / 479 49.1 49.7 50.1 /
Min-K% 502 51.3 51.8 53.6 544 65.7 699 714 732 743 503 51.0 50.8 51.5 51.7 50.6 503 50.5 512 523

Min-K%++ 49.7 53.7 55. 580 6l.1 648 69.6 709 72.8 742 50.6 510 51.0 53.0 53.5 50.6 514 524 542 554

ArXiv DM Mathematics HackerNews Average
Method 160M 1.4B 2.8B 6.9B 12B 160M 1.4B 2.8B 6.9B 12B 160M 14B 2.8B 6.9B 12B 160M 1.4B 2.8B 6.9B 12B
Loss 51.0 51.5 519 529 534 48.8 485 484 485 485 494 50.5 513 52.1 52.8 52.1 53.1 53.5 544 549
TRef 494 515 53.1 55.8 57.5 51.1 511 50.5 51.1 509 49.1 522 551 57.9 60.6 522 54.6 55.6 57.4 58.7
Zlib 50.1 50.9 51.3 522 527 48.1 482 48.0 48.1 48.1 49.7 503 50.8 51.2 51.7 523 532 53.6 543 548

¥Neighbor 50.7 514 51.8 522 / 49.0 470 46.8 466 / 509 517 515 519 / 520 529 532 538 /
Min-K%  51.0 51.7 525 53.6 54.6 494 49.7 495 49.6 49.7 509 513 526 53.6 546 52.6 536 542 552 559
Min-K%++ 50.1 51.1 53.7 552 58.0 50.5 509 51.7 51.6 519 50.7 513 52.6 54.5 56.5 524 54.1 553 57.0 58.7

Min-K%++ consistently exhibits improved detection rates over existing reference-free methods.

Compared with reference-based methods, Min-K%++ is comparable and superior.



Conclusions

* We provide a theoretical insight that translates the training data
detection problem into the identification of local maxima.

* We propose Min-K%++, a novel and well-performing method for LLM
pre-training data detection.

* We demonstrate improved detection rates on two established
benchmarks, setting a new baseline for the field.
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Code and more information: '.3:-!
https://github.com/zjysteven/mink-plus-plus (@)% II’,’



https://github.com/zjysteven/mink-plus-plus

