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Pre-training data detection for LLMs

• This is an instance of Membership Inference Attack (MIA) that explicitly focuses on pre-
trained LLMs, which poses unique challenges due to LLM pre-training setup.

• This problem has implications for critical issues such as copyright violation, test data 
contamination, and privacy auditing.
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Background

Given a data instance 𝑥 and the (gray-box) access to 
a pre-trained model ℳ, we want to give binary 
prediction of whether the sample 𝑥 appears in the 
training set 𝒟, with a scoring function 𝑠:



Revisiting the training objective
• LLM does maximum likelihood training, 

which is equivalent to implicit score 
matching (ISM).

• The minimization of ISM indicates that 
training samples tend to form local maxima 
along each input dimension in the likelihood 
space.

• This insight can be empirically confirmed 
by examining a pre-trained diffusion 
model.
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Insight



Translating the insight to a practical method
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Methodology

• Analogous to detecting local maximum in continuous distribution, we propose to 
identify whether each token of the input sequence has larger probability than other 
candidates.

• Min-K%++ introduces no computation overhead and requires no extra model for 
detection.



Improved performance on two benchmarks
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Results

• Min-K%++ consistently exhibits improved detection rates over existing reference-free methods.
• Compared with reference-based methods, Min-K%++ is comparable and superior.



Conclusions

• We provide a theoretical insight that translates the training data 
detection problem into the identification of local maxima.
• We propose Min-K%++, a novel and well-performing method for LLM 

pre-training data detection.
• We demonstrate improved detection rates on two established 

benchmarks, setting a new baseline for the field.
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Code and more information:
https://github.com/zjysteven/mink-plus-plus

https://github.com/zjysteven/mink-plus-plus

