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• Graphs are omnipresent.

• Adversaries are very common in graph application 

scenarios.

• Graph Neural Networks (GNNs) have demonstrated 

superior performance in node classification tasks across 

diverse applications.

• GNNs have vulnerability to adversarial attacks, where minor 

perturbations can mislead model predictions.

Image: https://www.mkbergman.com/968/a-new-best-
friend-gephi-for-large-scale-networks/

Learning on Graphs



Adversarial Attacks – Graphs

• Adversarial attacks are a real threat.

• Adversarial attacks on  graphs can modify the 

graph structure.

• Poisoning Attack: Alters the training data in a 

transductive setting.



• GOttack, draws inspiration from the Mapper philosophy of Topological Data Analysis, 

to undermine the integrity of GNN predictions.

• Groups nodes according to their positions on the graph in potential attack strategies.

• Enhancing both the precision and time-efficiency of adversarial interventions.

Proposed Approach



GOttack Framework
• Extract connected induced subgraphs in graph.

• Identify node orbits, defined by the automorphisms of each graphlet.

• Utilize the ORCA algorithm to compute orbit counts from all graphlets.

• Discover unique structural patterns associated with orbits 15 and 18 nodes.

• Nodes in orbits 15 and 18 to strategically add or remove edges.



• Periphery Orbits observation forms the backbone of GOttack 

strategy; identify nodes of  periphery orbits (i.e., 15 and 18) and 

affect the adjacency matrix (i.e., add or remove edges to these 

nodes) to confuse a GNN to misclassify a target.

Graph Structure Poisoning Via Orbit Learning

Topological observation influenced by two Mapper philosophy:

1. Orbit Proxy: under the homophily assumption, graph neighbors are 

similar to a node in the label.

2. Periphery Orbits. Orbits 15 and 18 indicate the topological 

periphery in a graph and provide a useful proxy for identifying 

distant nodes that differ in labels.



Orbit-based Node Selection in Nettack



GOttack Evaluation Results I

Misclassification rate (in %) (↑) of target nodes in five datasets where three backbone GNNs are attacked in node 
classification with budget ∆ = 1.

GCN modelGraphSAGE model GIN model

Budgeted (∆ = 1 to 5) attack results on the Citeseer dataset.



GOttack Evaluation Results II

Misclassification rate (in %) (↑) of target nodes in different datasets against four defense models are attacked in node 
classification.

The computation graph for the targeted node 1978 from the CORA datasets, as identified by GNNExplainer. The edge 
(1978, 387) is added during the successful attack. Edge importances change considerably after the attack and negative 

class gains importance due to the newly added nodes.



GitHub:  https://github.com/cakcora/GOttack

mdzulfikar.alom@utoledo.edu
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