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Problem: Private Distributed Topical Decoding

* Network of end users D D D D

e Each has a private text \\ //

* Users communicate data to a
central untrusted server ]
* Server goal: Detect topical \

themes (what user texts are m
about) without reading any text



Example: Healthcare Apps

e Each has a private text \\ /

awful - I've got a fever, sore throat,
: and my body aches all over. Could
e Users communicate data to a Jou et me know how to proceect? |

central untrusted server

 Network of end users

LD
[y
S

=4

Hi Dr. Smith,
Hope you're having a good week so
far. | woke up this morning feeling

* Server goal: Detect topical \
themes (what user texts are il common themes:

about) without reading any text Fever, body aches, shortness of

breath, loss of taste and smell...
= New viral outbreak?



Our Method Components
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Distributed Privacy via Shuffled DP

Central DP Shuffled DP Local DP
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Weak local DP
+ Secure shuffling
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Kernel Density Estimation (KDE)

KDE turns a dataset x4, ..., x,, € R% into a continuous density function
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Private Kernel Density Estimation (DP KDE)

Sensitive user data
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Main Theorem: Shuffled DP KDE

Theorem: Let £,6 > 0 such that € < log(6~1). For

-1
every a = \/loif ), there is an n-user shuffled DP

protocol that outputs an approximate Gaussian KDE
function KDE(-) over R%, such that:

* Privacy: KDE() is (g,6)-DP -
* Accuracy: l
SupRMSE = sup \[ E[KDE(y) — KDE()|" < «

yeRd

log(a™")
sz

* Efficiency: User time O ( 4

aZ) communhnication O (

) bits/user, server time O (aZ)



Central vs. Shuffled DP KDE

Central DP

an]Rd

\\ Exact KDE

Unprotected ]
data

EmmedllnEme | carns what the texts

are about by reading
@ the texts

DP KDE

Shuffled DP
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Already -
[ protected data]
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Putting Things Together

Shuffled Shuffled Text
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Private Distributed Topical Decoding

* Locally embed user texts in R? with a D D I:I D
public embedding model (e.g., sentenceBert) 1 1 l 1
X1 X9 X3 e Xn € ]Rd
—_— N\ /
* Compute shuffled DP KDE function KDE(-) /|
>
» Take a public vocabulary (e.g., Glove 400k) ':-':-;::i‘f'::-f
« Embed vocabulary in R® with the same 1 )
public embedding model V= {yl,yz,lys, -~} R |
 Output the vocabulary terms with the [argmax KDE(y) }_m
highest private density estimate KDE(+) YEV

DP KDE



Some Experiments

* Privacy parameters: € ~ 3.2, § = 107°

* Experiment 1:
* Most user texts are about artists (DBredia-14 dataset)
* 8% of users have off-topic texts
* Top-3 DP KDE terms: artist, lyricists, musician

* Experiment 2:

* Most user texts are sports news articles (AG news dataset) l
e 20% of users have off-topic news articles DP:(DE V c R4
* Top-3 DP KDE terms: injury, semifinalists, finalists p—
P Jan f f [argmax KDE(y) ]J
yEV
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