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Problem: Private Distributed Topical Decoding

• Network of end users

• Each has a private text

• Users communicate data to a 
central untrusted server

• Server goal: Detect topical 
themes (what user texts are 
about) without reading any text



Example: Healthcare Apps

• Network of end users

• Each has a private text

• Users communicate data to a 
central untrusted server

• Server goal: Detect topical 
themes (what user texts are 
about) without reading any text

Hi Dr. Smith,
Hope you're having a good week so 
far. I woke up this morning feeling 
awful - I've got a fever, sore throat, 
and my body aches all over. Could 
you let me know how to proceed?

Common themes:
Fever, body aches, shortness of 
breath, loss of taste and smell…
⇒ New viral outbreak?
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Distributed Privacy via Shuffled DP

Central DP Local DPShuffled DP

No distributed privacy
Good accuracy

Distributed privacy
Bad accuracy

Distributed privacy
Good accuracy

Weak local DP
+ Secure shuffling

Privacy

Privacy

Privacy

[Bittau et al. 2017]
[Cheu et al. 2019]
[Erlingsson et al. 2019]



KDE turns a dataset 𝑥1, … , 𝑥𝑛 ∈ ℝ𝑑  into a continuous density function
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Kernel Density Estimation (KDE)

∀ 𝑦 ∈ ℝ𝑑:
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Private Kernel Density Estimation (DP KDE)

Differentially private KDEExact KDESensitive user data
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Theorem: Let 𝜀, 𝛿 > 0 such that 𝜀 ≲ log 𝛿−1 . For 

every 𝛼 ≳
log 𝛿−1

𝜀𝑛
, there is an 𝑛-user shuffled DP 

protocol that outputs an approximate Gaussian KDE 
function ෫𝐾𝐷𝐸(⋅) over ℝ𝑑, such that:

• Privacy: ෫𝐾𝐷𝐸(⋅) is 𝜀, 𝛿 -DP

• Accuracy: 

 SupRMSE = sup
𝑦∈ℝ𝑑

𝔼 𝐾𝐷𝐸 𝑦 − ෫𝐾𝐷𝐸(𝑦)
2

≤ 𝛼

Main Theorem: Shuffled DP KDE

• Efficiency: User time 𝑂
𝑑

𝛼2 , communication 𝑂
log 𝛼−1

𝛼2  bits/user, server time 𝑂
𝑛

𝛼2

𝑥1 𝑥2 𝑥3  … 𝑥𝑛 ∈ ℝ𝑑

Privacy



Central vs. Shuffled DP KDE

𝑥1 𝑥2 𝑥3  … 𝑥𝑛 ∈ ℝ𝑑𝑥1 𝑥2 𝑥3  … 𝑥𝑛 ∈ ℝ𝑑

Central DP Shuffled DP

Exact KDE

DP KDE DP KDE

Privacy

Unprotected 
data

Already 
protected data

Privacy

Learns what the texts 
are about by reading 
the texts

Learns what the texts 
are about without 

reading any text

No exact KDE



Putting Things Together
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Private Distributed Topical Decoding

• Locally embed user texts in ℝ𝑑  with a 
public embedding model (e.g., SentenceBert)

• Compute shuffled DP KDE function ෫𝐾𝐷𝐸(⋅)

• Take a public vocabulary (e.g., GloVe 400k)

• Embed vocabulary in ℝ𝑑  with the same 
public embedding model

• Output the vocabulary terms with the 
highest private density estimate ෫𝐾𝐷𝐸(⋅)

𝑥1 𝑥2 𝑥3  … 𝑥𝑛 ∈ ℝ𝑑

DP KDE

PrivacyVocab

𝑉 = 𝑦1, 𝑦2, 𝑦3, … ⊂ ℝ𝑑

argmax
𝑦∈𝑉

෫𝐾𝐷𝐸 𝑦



Some Experiments

• Privacy parameters: 𝜀 ≈ 3.2, 𝛿 = 10−6

• Experiment 1: 

• Most user texts are about artists (DBPedia-14 dataset)

• 8% of users have off-topic texts

• Top-3 DP KDE terms: artist, lyricists, musician

• Experiment 2:

• Most user texts are sports news articles (AG news dataset)

• 20% of users have off-topic news articles

• Top-3 DP KDE terms: injury, semifinalists, finalists

𝑥1 𝑥2 𝑥3  … 𝑥𝑛 ∈ ℝ𝑑

Privacy

GloVe 
400K

𝑉 ⊂ ℝ𝑑

argmax
𝑦∈𝑉

෫𝐾𝐷𝐸 𝑦

DP KDE

Thank You
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