Measuring and Enhancing
Trustworthiness of LLMs in RAG
through Grounded Attributions
and Learning to Refuse

DeCLaRe Lab



What is a good quality output for RAG?
How does one measure a “good” output for RAG?



What is a good quality output for RAG?
How does one measure a “good” output for RAG?

Loosely, it should be accurate and
“grounded” in the documents



What is a good quality output for RAG?

Where is President Barack Obama born?

[1] Barack Obama was
born on August 4,1961...

[2] He was born to an 18-
year-old American
mother ...

[3] At six, Obama and his |
mother moved to
Indonesia to join his
stepfather.

Barack Obama was born in Hawaii on

August 4 1961 [1].




What is a good quality output for RAG?

Where is President Barack Obama born?

[1] Barack Obama was
born on August 4,1961...

[2] He was born to an 18-

year-old American
mother ...

[3] At six, Obama and his |
mother moved to
Indonesia to join his
stepfather.

Barack Obama was born in Hawaii on
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LLM should have refused to answer

due to insufficient information

None of the
documents contain
information on where
Obama was born.
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Question

[When did the US break away from England?

-Model output

The US took the first step towards gaining independence from
GB when it declared independence on July 2, 1776 (although the
event is now commemorated on July 4, 1776, the date when the
Declaration of Independence was officially adopted by Congress)
[1][2]. The Treaty of Paris was later signed on September 3, 1783,
formally separating the United States from the British Empire [3].

[1] Decolonization of
the Americas: ... in-
dependence from GB

onJuly2,1776...

' '

It was officially adop-
ted by Congress on

July 4, 1776 ...

[2] Decolonization: ...

[3] American Revolu-

tion: ... The Treaty of
Paris was signed

September 3, 1783 ...

https://github.com/princeton-nip/ALCE

e |ldeal: Make LLM ground answer in
external documents, rather than
parametric knowledge

* Incumbent Definition of Grounded:
citations support claims sufficiently
and precisely => Under such a
definition of groundedness, the
previous response would have been
deemed as good!


https://github.com/princeton-nlp/ALCE
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Furthemore...

e Under such a case, bad retriever =
bad outputs = bad scores. Search
system is measured as a whole

e Measure model’s effectiveness in
the RAG system without the
confounding effect of the

retriever

e Decouple the influence of model

behaviour and search efficacy on
overall system performance


https://github.com/princeton-nlp/ALCE

Key Contributions

1 Introduced and measured a more robust and holistic definition of
groundedness

2 A metric, Trust-Score, to specifically measure LLM groundedness in
RAG systems

3 Analignment approach, Trust-Align to enforce LLM groundedness



LLM Groundedness

Grounded response:
Refuse to answer questions whose answer that cannot be verified
Correctly answers question using given documents

Inline citations to the given documents to support generated answers



Trust-Score

Response

1 Grounded Refusals: Is the model able to discern which questions can
be answered or refused based on the provided documents?

2 Correctness scores: For the answerable questions, is the response
correct?

Citations

1 Citation recall: Are generated statements well-supported by the set
citations?

2 Citation precision: Are the citations relevant to the statements?



Trust-Score
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Trust-Align
An alignment dataset comprising 19K questions, documents, and paired

positive and negative responses, selected from the top severity of 40K
hallucinations to enhance the groundedness of LLMs

Dataset covers 5 types of LLM hallucination (opposite of LLM groundedness):

Hallucination type Frequency (w;) Severity (e;)

Unwarranted Refusal 8,786 0.50 1 (A, %0, A, =0)
Over Responsiveness 13,067 0.50 1 (A, =0,A,#£0)
Overcitation 12.656 0.34 1-CP
Improper Citation 9,592 0.26 1 -CR
Inaccurate Claims 14,783 0.40 1 -Flac
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Trust-Align boosts trustworthiness robustly

ASQA (610 answerable, 338 unanswerable) QAMPARI (295 answerable, 705 unanswerable) ELIS5 (207 answerable, 793 unanswerable)
Model Type Resp. Trustworthiness Resp. Trustworthiness Resp. Trustworthiness
AR (%) Truthfullness  Att-Grd TRUST |AR (%) Truthfullness  Att-Grd. TRUST |AR (%) Truthfullness Att-Grd. TRUST
EMK}_- Flgg Flcg EMK}_ Flgg Fleg EMK:: Flgg Fleg

ICL 60.23 3595 50.94 9.96 32.28 19.20 632  52.64 0.38 19.78 88.40 12.87  27.10 5.23 15.07
PostCite 43.57 0.59 50.22 0.24 17.02 41.20 032 4979 1.61 17.24 18.40 2.04 50.88 1.02 1798
LLaMA-3.2 PostAttr 45.78 0.48 48.42 0.00 16.30 34.00 0.63 4843 0.21 16.42 18.40 204 50.88 0.07 17.66
-1b FRONT 79.11 48.22 5448 48.29 50.33 98.60 7.57 2454 15.32 15.81 97.20 16.11  20.76 30.19 22.35

TRUST-ALIGN (DPO)  41.67 38.64 58.61 79.35 58.87 20.00 2722 6792 49.42 48.19 9.60 13.20 59.35 48.21 40.25

ICL 1.27 2.04 2798 53.95 27.99 34.10 16.06 59.65 12.87 29.53 21.90 1855 5556 3070 34.94

PostCite 4726  31.03 56.59 22.99 36.87 39.60 6.34 5522 6.83 22.80 92.80 18.12 25.14 4.44 15.90

LLaMA-3.2 PostAttr 47.15 29.76  56.71 4.69 30.39 42.00 510 5374 0.27 19.70 92.80 1848 25.14 0.53 14.72
-3b FRONT 95.25 63.19 4945 57.46 56.70 92.70 12.99 3289 19.19 21.69 86.90 1995 3221 41.97 31.38

TRUST-ALIGN (DPO)  77.85 59.82 66.38 84.21 70.14 4820  29.13 70.85 45.65 48.54 17.50 1833 6279 5587 45.66

ICL 1.48 3.01 28.58 86.50 39.36 3.90 592 48.60 20.24 24.92 0.00 0.00 4423 0.00 14,74

PostCite 77.53 3298 5331 28.01 38.10 §7.00 6.10 3452 8.42 16.35 62.00 20.80 45.88 8.06 2491

LLaMA-3 PostAttr 77.53 3298 5331 5.95 30.75 87.00 6.10  34.52 1.64 14.09 62.00 20,80 45.88 1.25 22.64
-8b FRONT 99.05 62.25 41.62 66.14 56.67 100.00 1353 2278 20.42 18.91 99.50 1899 17.85 44.69 27.18

TRUST-ALIGN (DPO)  56.43 53.94 6549 88.26 69.23 22.40 3535 7073 58.77 54.95 15.50 20.81 63.57 50.24 44.87

PostCite 4610 855 50.84 823 254 |1700 067 5251 572 1963 |8980 987 2710 410 13.69
Qwen-2.5 PostAttr 46.10 8.55 50.84 2.23 20.54 17.00 0.67 52.51 0.90 18.03 89.80 9.87 27.10 0.68 12.55
05b  FRONT 100.00 4283 39.15 4587 | 4262 |9930 1152 2323 1590 | 1688 |9990 1374 1729 2795 19.66

TRUST-ALIGN (DPO)  71.84 5059 61.28 52.40 54.76 17.90 1576 61.84 29.73 35.78 21.70 13.68 60.79 22.72 32.40

ICL 98.52 5055 41.74 6.69 32.99 85.00 1560 41.27 8.61 21.83 9940 2056 17.78 499 14.44

PostCite 71.73 1636 5246 15.40 28.07 11.20 344 5111 13.95 22.83 91.50 15.63  26.71 5.17 15.84

Qwen-2.5 PostAttr 71.73 1636 5246 445 24.42 11.20 344 5111 1.07 18.54 91.50 15.63 26.71 0.62 14.32
-1.5b FRONT 99.26 57.74 4136  55.70 51.60 98.80 1605 2445 11.60 17.37 99.90 19.57 17.29 37.70 24.85

TRUST-ALIGN (DPQ)  72.57 5268 62.38 66.81 60.62 20.00 23.80 68.46 50.98 47.75 33.60 19.03 57.91 31.63 36.19

ICL 27.43 37712 51.36 51.72 46.93 22.30 2317 63.27 41.20 42.55 68.80 29.12 4631 34.34 36.59

PostCite 8.76 958 3530 10.94 18.61 0.10 0.00 41.31] 0.00 13.77 4970 21.73 4849 756 25.93

Qwen-2.5 PostAtir 8.76 9.58 3530 36.29 27.06 0.10 0.00 4131 25.00 22.10 49.70 21.73 4849 1.31 23.84
-3b FRONT 97.47 5515 44.01 62.72 53.96 79.10 2069 48.62 25.67 31.66 93.60 18.69 2537 37.40 27.15

TRUST-ALIGN (DPQ) 4947 55.19 63.76 78.64 65.86 48.10 35.69 7031 45.64 50.55 13.50 22,52 6438 42.01 42,97

ICL 92.09 5894 5434 7546 62.91 56.30 2892  63.67 39.28 43.96 8270 2827 37.13 44.13 36.51

PostCite 91.46 2752 4593 4.19 25.88 26.70 8.59 60.16 1.05 23.27 95.60  21.82 2223 7.03 17.03

Qwen-2.5 PostAttr 91.46 2752 4593 17.92 30.46 26.70 8.59 60.16 13.55 27.43 95.60  21.82 2223 0.96 15.00
-7b FRONT 86.39 64.58 60.08 58.27 60.98 84.70 17.02 4285 24.48 28.12 57.60 2827 54.14  56.61 46.34

TRUST-ALIGN (DPO)  59.49 55.04 66.22 83.57 68.28 32.10 30.11  70.68 5348 5142 21.00 2430 63.79 47.02 45.04

ICL 63.19 5024 51.95 42.64 48.28 70.20 1191 4390 12.26 22.69 81.50 2759 37.17 30.14 31.63

PostCite 23.10 1498 41.38 940 21.92 76.90 3.57 4236 4.49 16.81 8450 2050 30.81 4.67 18.66

Phi3.5 PostAttr 23.10 1498 41.38 1.24 19.20 76.90 3.57 4236 0.46 15.46 8450  21.26 30.81 0.68 17.58
-mini FRONT 99.79 6330 39.79 71.63 58.24 100,00 1197 2278 21.50 18.75 96.60 2146 21.35 61.41 34.74

TRUST-ALIGN (DPO)  66.56 5223 6420  85.36 67.26 3010 3642 7395 5340 54.59 2490 2339 67.62 4742 46.14




SFT of GPT-40 on Trust-Align

Table 16: Performance ot supervised fine-tuned GPT-4o0.

ASQA (610 answerable, 338 unanswerable) QAMPARI (295 answerable, 705 unanswerable) ELIS (207 answerable, 793 unanswerable)

Model Type Resp. Trustworthiness Resp. Trustworthiness Resp. Trustworthiness
AR (%) Truthfullness Att-Grd. TRUST AR (%) Truthfullness Att-Grd. TRUST AR (%) Truthfullness Att-Grd. TRUST
EMiL Flgg Flcg EMLL Flgg Flcg EMiL Flge Flcg
GPT-40 ICL 84.49 62.92 61.40 73.66 65.88 60.40 1429 75.20 20.43 33.69 66.1 35.25 68.33 3771 41.58

TRUST-ALIGN (SFT)  74.26 59.22 68.62 87.54 72.09 34.6 41.56 77.15 53.64 56.99 25,9 24.1 68.34 56.09 48.99

When aligned using a subset of Trust-Align data, GPT-4o improves its Trust Score
by 6.21 (ASQA), 23.3 (QAMPARI), and 7.41 (ELI5) points.

=> observe the potential impact of such an alignment on flagship models



Thank youl!

Codebase




Improvements Generalizes on Out-of-Domain Data

Table 7: Generalization test results on ExpertQA using refusal prompting.

Model Type AR (%) EM'L Flgg Flog | TRUST
ICL 051 000 4101 952 | 1684
PostCite 562 485 4427 523 | 1812
LI;.?)I“A‘Z PostAttr 562 485 4427 226 | 17.13
- FRONT 100 933 2392 7475| 36.00
TRUST-ALIGN (DPO)  20.01 2503 6791 6246| 518
ICL 90 2155 3283 904 | 2114
PostCite 3084 548 491 267 | 19.08
Lmlh”"““?‘*z PostAttr 4841 824 4772 15 | 19.15
' FRONT 95.62 2083 2926 3745| 2018
TRUST-ALIGN (DPO) 1544 2032 6487 621 | 49.1
ICL 5874 335 5121 3837 41.03
PostCite 82.85 2568 3811 529 | 23.03
LLQMA‘” PostAttr 8285 2545 3858 34 | 2248
. FRONT 8336 2724 4334 S091| 405
TRUST-ALIGN (DPO) 724 1172 5693 7835| 49.0
ICL 065 282 425 69.46| 3826
PostCite 1568 1406 5008 7.09 | 23.74
L_I'é?)MA’3 PostAttr 15.68 1406 5008 629 | 2347
FRONT 9926 3034 2492 567 | 3732
TRUST-ALIGN (DPO) 1641 2736 67.07 70.11| 54.85
GPT-3.5 ICL 5947 3665 5639 6393 | 5232
GPT-4 ICL 7220 4132 5291 6983 | 54.69
GPT4o L 60T @6 64 a6l Sl
TRUST-ALIGN (SFT)  36.84 2885 71.68 6198 | 53.82
Claude-3.5 ICL 7395 1168 5191 107 | 2476

Model  Type AR (%) EMLL Flgc Flcg | TRUST
ICL 7824 2142 3871 044 | 2019
Owen-25  PostCite 5141 1332 4808 5.6 | 22.33
o5~ PostAtr 5141 1332 4808 149 | 20.96
' FRONT 99.86 1827 24.05 34.62| 25.65
TRUST-ALIGN (DPO) 3296  18.16 6331 35.07| 38.85

ICL 9834  30.67 2609 6.89 | 21.22
Owen-25  PostCite 62.19 2222 4866 1692 29.27
sy PostAttr 62.19 2222 4866 13.15| 28.01
- FRONT 99.59  29.15 246 5022 34.66
TRUST-ALIGN (DPO) 30.2 25.06 68.38 51.44 )] 48.29

ICL 68.88  35.14 49.65 42.67| 42.49

Owen-25 PostCite 0.05 0 4066 O 13.55
3 PostAttr 0.05 0 4066 O 13.55
FRONT 9548 2567 29.86 44.48| 33.34
TRUST-ALIGN (DPO) 1715 2097 6579 60.25| 49.0

ICL 8456 3633 4228 56.09| 44.9

Owen25 FPostCite 4214 2558 549 13.77| 3142
n " PostAtr 4214 2558 549 1246 30.98
FRONT 6551 3241 5556 67.35| 51.77
TRUST-ALIGN (DPO) 2499 2557 69.16 62.7 | 52.48

ICL 85.15 3749 4022 36.14| 37.95

phizs  PostCite 5201 2796 5364 739 | 29.66
i PostAtr 5201 2796 53.64 57 | 29.1
FRONT 97.37  28.19 275 6582 405
TRUST-ALIGN (DPO) 2605  27.69 69.56 61.6 | 52.95




Tendency of Grounding Knowledge on External Documents

Spara:m —
INT I qi ENT

1 I(AR_(ARQAD))QAGI
2 AR|

Quantify the proportion of
correctly generated claims
for unanswerable questions

Table 10: Detection of parametric knowledge usage under refusal prompting.

N ASQA QAMPRARI ELI5
AR (%) | Sparam AR (%) Sparam AR (%) Sparam

ICL-LLaMA-2 7B 0.00 0.00 0.00 0.00 0.50 0.00
ICL-LLaMA-3 8B 1.48 1.79 390 1692  0.00 0.00
ICL-GPT-3.5 7120 | 974 6530 1145  49.00  7.89
ICL-GPT-4 86.81 | 1271 7340  13.05 6150  9.05
ICL-Claude-3.5 84.60 | 12.99 6980 1255 59.00  1.76
TRUST-ALIGN (DPO-LLaMA-2-7B) | 6530 | 8.15  31.10 845 2160  5.56
TRUST-ALIGN (DPO-LLaMA-3-8B) | 5642 | 865 2310 897 1550  7.26




Primary Sources of LLM Erroneous Generation

1 ‘AERQAD‘
N| AR

Sources of errors for answerable questions: Presence

‘:HEAE
1. Parametric knowledge-based hallucination

1 Z A% — (AR N Ap)

| | | Absence = ;
2. Information extraction failures \Ne\ ‘AR‘
QiEAE ’
A higher tendency to produce | - QAMPARI
erroneous answers based on their Presence (%) Absence (%)
parametric knowledge ICL-LLaMA-2 7B 0.00 0.00
ICL-LLaMA-3 8B 84.41 15.59
ICL-GPT-3.5 85.04 14.96
ICL-GPT-4 89.3 10.7
More susceptible to hallucinations ICL-Claude-3.5 72.18 27.82
stemming from their parametric TRUST-ALIGN (DPO-LLaMA-2-7B) 93.26 6.74
TRUST-ALIGN (DPO-LLaMA-3-8B) 95.63 4.37
knowledge




