GRAIN: Exact Graph Reconstruction from
Gradients
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Federated Learning and Gradient Inversion

Federated learning enables training a
model across multiple clients without
sharing their raw data with a central server;
instead, they only share gradient
updates.
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Spancheck filtering of inputs of linear layers

Y = XW
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[1] Petrov et. al. in “DAGER: Exact Gradient inversion for Large Language Models”



Graph Neural Networks in Federated Learning

Graph Neural Networks allow for
models to be trained on graph data, such
as molecules or social and citation
networks.
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Single-node reconstruction

Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
GNN layer
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Single-node reconstruction

Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
GNN layer
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Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
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Single-node reconstruction

Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
GNN layer
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Single-node reconstruction

Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
GNN layer
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Single-node reconstruction

Spancheck - applied on the gradient of the loss w.r.t the weight matrix WOof the first
GNN layer
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GRAIN Overview
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Building Algorithm - Graph gluing
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Building Algorithm - Graph gluing

>

Gluing building blocks into
larger graphs




Building Algorithm - Graph gluing
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Gluing building blocks into
larger graphs
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~ , Choosing this node to
‘extend the graph








































Evaluation - GCNs vs GATs

Baselines: DLG [1] and TabLeak [2] and the same with the adjacency matrix given

(+A)
GCN GAT
GSM-0  GSM-1  GSM-2 FULL  Time [h] GSM-0 GSM-1  GSM-2 FULL  Time [h]
GRAIN 869752 839752 82657 68.0+1.7 14.3 929728 907739 899135 750+1.8 10.8
DLG 3187 20372 2287%%  1.0%£02 3.3 96.0+0.32 93753 6.5t39 20403 4.2
Tox21  DLG +A rprgs  G0Itel  7ertyE 10403 3.1 965+ 034 Bo7HI 81.3%3¢ 2.0+03 4.5
TabLeak g5l e 194%e 16872 2 1.0k02 13.1 73.7¥28  7.92%%2 100+48 1.0+0.2 6.0
TabLeak +A  55.675% 57.7t5; 73.8%3%  1.040.2 12:3 THIYTS.  TA9]E  e42ill L0402 6.0

[1] Zhu et. al. in “Deep Leakage from Gradients”

[2] Vero et. al. in “TabLeak: Tabular Data Leakage in Federated Learning”



Evaluation — GRAIN on different domains

Citation

Network

Social

Network

Chemical

dataset

GAT
GSM-0 GSM-1  GSM-2 FULL  Min/Rec

GRAIN 798747 69473%F 69652 610116 0.8

| DLG 67.7732 00139 00733  0.0+00 31.0
CiteSeer DLG +A 67.7t§;‘; W1 0.0130  0.0+0.0 B
TabLeak 6.0 . 60787 0.05:0  0.0+£0.0 153.0

TabLeak +A 67.7les '@0E3T 00132 00L00 148.7

GRAIN O72' 7S 935')Y 888’17 790L1S 0.2

DLG 44.7i§;§ 2.2*:3;% 0.0  0.0+0.0 26.3

Pokec DLG +4 Brdtel 69.5ij8 88.6729  0.040.0 21.6
TabLeak posteyt dsetit  wetr  00+£00 204.5

TabLeak +A 52612, 6BlIYSE R2imly 0D L00 254.5

GRAIN 929738 907159 899153 750118 10.8

BLE 96.0+0.32  9.3743 6.5139  2.0+03 4.2

Tox21 DLG +A 96510384 69.7H3; 8L3t: 20403 4.5
TabLeak @atey wgtys 100448 2 1002 6.0

TabLeak +A 7aAteR  pagtes BN 10402 6.0




Evaluation - Model Width and Depth

GSM-0  GSM-1  GSM-2 FULL

GRAIN 86.9752 839732 826737 68.0+1.7
L=2 DLG 318335 wo03t2d 228%3°  1.0%02
d =300 DLG+A pA7 S Boates 7Bt 1.0+0.2
(default)  TapLeak 4535 G 4t3~§; 108735  1.0+02
TabLeak +A 55.6735 57.713s 73.8%32%F  1.0+0.2
GRAIN 82,5457 80.7t$;$ 80.4752 63.0+1.6
, DLG 20.3%33  78L3;  82f37  10x0.2
L=3 g +A 43.0737 48 0““1 " 66.075¢  1.0£0.2

d’ = 300 3.6 4 iy, S
TabLeak 1655757 .8 8téf 8.0+33  1.0+02
TabLeak +A 4751730  48.113% 629743  1.0%0.2
GRAIN 84.613¢ 814135 80532 620+16
[_o DLG 30.8“:3;5’ 189735 22.25;;3 1.0+ 0.2
4 — 00 DLG+A 50.3%42 53.4133 68.71%2  3.0+04
TabLeak 201588 A03tYE 8 04_2; (; 1.0+0.2
TabLeak +A 55.0755 62.1139 76.743%  1.0+0.2




Evaluation - Miscellaneous Settings

GSM-0 GSM-1 GSM-2 FULL

Default 86.9T;2 83.9%2F 826727 68.0+1.7
c=GELU  82.0722 79.1757 7847%%: 61.041.6
Pre-trained ~ 73.5%07  70.0772 686715 49.0+14
Node Class. 88.072% 85575t 84.9720 66.0+ 1.6




Further details can be found in the paper.
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