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Backdoor Attacks
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The attacker might not
be able to insert data
to other classes.
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Our Threat Model
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target class is not effective.
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The Choice of Poisoned Samples

Have to rely on the trigger to predict “Stop”.
We rank and poison hard samples.
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Do not need the trigger to predict “Stop”.

Poisoning harder samples
— higher attack success rate.

How to find hard samples with limited information?
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Utilizing Surrogate Models

If there is no target model, we can use surrogate models to find hard samples.
Approach 1: Use pre-trained models.

e Intuition: Hard samples are far from other samples.
e Method: Measure the distance to nearest neighbors.
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Utilizing Surrogate Models

If there is no target model, we can use surrogate models to find hard samples.
Approach 2: Train our own model.

e |Intuition: Differentiate the target class from any other class is enough.
e Method: Train a surrogate model on the target class and OOD data.
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The Importance of Selective Poisoning

Our strategy significantly boosts the attack success rate
(even under distributional shift or partial data access).

Model Miitiad BadNets Blended SIG

5% 10% 20% 5% 10% 20% 5% 10% 20%
Random 30.81 4501 7828 2894 3755 4426 5028 6054 7845
ResNetls  Self-supervised Models 8624 9168  98.84 4464 5290 6645 7635 8059 8645
Supervised Models 90.01 9214 9926 47.68 60.86 67.81 8165 8542  90.49
Multiple-class OOD 7557 8127 9847 4340 5689 6168 6511 8076  88.79
Single-class OOD 8234 8075 9137 4299 5729 6260 7293 7907 87.18
Random 6324 7839 7955 1732 2384 3436 2228 4554 6157
VGGl9  Selfsupervised Models 8144 8260 9311 3074 4223 5534 4665 7023 8193
Supervised Models 8343 8961 8770 2286 3884 5499 4789 7438  80.07
Multiple-class OOD 79.69 88.44 86.78 29.35 38.39 49.24 50.81 65.80 78.28
Single-class OOD 7536  81.01 89.68 3049 4058 5160 57.24 7235 79.04
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Poisoning easy samples makes e = 1 o

arcissus + Easy samples ]
strong attacks become weak. . s il
Narcissus + Random selection  56.16
Narcissus + Hard samples 89.65

MAIL Research


https://khoadoan.me

Robust against Backdoor Defenses

Existing defenses that
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detect the attack or mitigate the attack

are not effective.
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Conclusion

e We study a novel threat model of clean-label backdoor attacks.
e \We propose two sample selection strategies to boost the success rate.

e Our approach

significantly improve clean-label attacks

is robust against existing backdoor defenses
can be combined with any clean-label trigger
still works in challenging scenarios.
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https://github.com/mail-research/wicked-oddities-backdoor
quanghngnguyen@gmail.com / khoadoan106@gmail.com
https.//mail-research.com/
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