
In recent years, Large Language Models (LLM) have emerged as 

pivotal tools in various applications. However, these models are 

susceptible to adversarial prompt attacks, where attackers can 

carefully curate input strings that mislead LLMs into generating 

incorrect or undesired outputs. Previous work has revealed 

that with relatively simple, yet effective attacks based on 

discrete optimization, it is possible to generate adversarial 

prompts that bypass moderation and alignment of the models. 

This vulnerability to adversarial prompts underscores a 

significant concern regarding the robustness and reliability of 

LLMs.
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Prompt AI Response
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Adversarial prompts are out-of-distribution (OOD) with very 

high token-level perplexity under the LLM’s own probability 

model, and they tend to form contiguous subsequences.

1) Compute per-token log-probabilities under (a) the LLM’s 

autoregressive distribution and (b) a uniform ASCII 

distribution. 

2) Use a fused‐lasso‐style optimization or a probabilistic 

graphical model (PGM) to leverage contextual information 

and detect contiguous regions of high perplexity.

Lightweight defense that requires only a single forward pass of 

a small language model (e.g., GPT-2-small) and no fine-tuning.

1) Optimization with a Fused-Lasso Regularizer

2) Linear-Chain Probabilistic Graphical Model (PGM)

Both algorithms are implemented with efficient forward–

backward DP to be solved in 𝑂(𝑛) time.
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Results

Table 1.Performance Metrics of Adversarial Prompt 

Detection Algorithms

Token-Level Perplexity Extraction
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1

Σprintable

Define a binary mask 𝑐𝑖 ∈ {0,1} indicating adversarial tokens. 
Solve the optimization problem to obtain the MAP assignment 
of 𝑐𝑖 . The fused-lasso term encourages contiguous runs of 
adversarial labels.

The fused-lasso term encourages contiguous runs of 
adversarial labels.

Place a Markov prior on 𝑐: 𝑝 Ԧ𝑐 =
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Compute the posterior distribution of 𝑐:
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